Soft Lockdown functions

A Soft Lockdown button provides a way for Lenel users to remotely lockdown the buildings they
manage directly from the Alarm Monitoring application. There are 3 different SLD’s (Soft
Lockdown) functions:

e “Card Only” (FALSE) lockdown function - When this function is executed it places
readers into Card Only mode. Right click on the function
o Card access continues as normal for cardholders with the proper access level
assignment.

o [BEEEEE (TRUE) lockdown function - When this function is executed it places
readers into Locked mode.
o Card access is NOT available to anyone other than Public Safety and the Fire
Marshal.
o Access to a door requires a physical key.

e “Restore” (PULSE) lockdown function - When this function is executed it returns
readers to the access mode they were in previously before either of the “Card Only” or
“Locked” lockdown functions were activated. If the “Restore” is executed at a time when
the reader would normally be unlocked then the reader will unlock automatically.

o Example: The normal door schedule is M-F 8am to 5pm and the “Restore” is
executed on a Thursday at 1pm, then the reader will unlock according to the door
schedule.

When either the “Card Only” or “Locked” lockdown functions are executed the access mode of
all the readers on an access panel will change to the applicable access mode (Card Only or
Locked). If a building has multiple access panels the function will need to be executed on each
panel separately.

When the “Card Only” or “Locked” lockdown functions are active all automated programming will
be blocked from making any changes to the access mode of a reader (for up to 48 hours).
Examples of the automated programming that is blocked are:

e 25LIVE events
e |enel Timezone Reader mode door schedules
e Lenel Scheduler events

The “Card Only” or “Locked” lockdown functions can be deactivated by executing the “Restore”
lockdown function or manually changing the access mode of a reader. Unfortunately the vendor
does not have a visual display that indicates if a lockdown function is currently active. These



transactions are logged and will be available through the Lenel report “User Transaction Log, by
User”.

How to execute a Soft Lockdown function

Login into the Alarm Monitoring application.
. Alarm Monitoring

When you've logged in you should see the “System Status Tree” and a list of access panels.

ng' Systern Status Tree (all devices)

~ | Default Zone - ITSEQUIP
o P-70-270-2.1-2328-TESTPAMEL-R2D2 (Firmware Revision:2.001: Serial Mumber1052358; LML-X4420, Memao

Expand the access panel by clicking on the arrow >.

Ei_ Systern Status Tree (all devices)

~ | Default Zone - ITSEQUIP
o P-70-270-2,1-2328-TESTPAMEL-R2D2 (Firmware Revision:2,001: Serial Mumber: 1052358 LML-X4420, Memo

Go down to the bottom of the expanded access panel and click on the arrow > next to “Function
Lists”.



TE;E Systemn Status Tree (all devices) E

v I Default Zone - ITSEQUIP

v B2 P-70-270-2.1-2328-TESTPAMEL-R2D2 (Firmware Revision:2.001: Serial Number:10352358; LNL-X4420, Memory: 33554432 bytes / 27554432 by
BN KR-70-270-2.1-2328-R2D2-CARD READER 2-RPKAD (Firmware Revision:1.54.4: Serial Number833307: access mode: pin or card)
B KR-70-270-2.1-R2D2-CARD READER 3-IM-SIGNO40 KR (Firmware Revision:1.59.0; Serial Mumber1280735; access mode: card only)
B0 R-70-270-2.1-R2D2-CARD READER 1-SIGNO40 (Firmware Revision:1.54.4: Serial Mumber835303; access mode: card only)
[El R-70-270-2.1-R2D2-CARD READER 4-OUT-RP40 (access mode: card cnly)

545% Bl WRA-T0-270-2.1-KOZI_BLE-Pert] HUB1Addrl_Readerd AH30RME (Firmware Revision:0.0,000: status: forced, held: access moc

B0 wWRA-70-270-2.1-LILA_BLE-Port]_HUB2Addr2_Reader2_AH30RME (Firmware Revision:0.1.000; Serial Number: &l access mode: locked)
B0 wWRA-70-270-2.1-POPPY_Port1_HUB2Addr2_Reader)_AH3I0ORNE (Firmware Revision:0.0.000; access mode: locked)
B WRA-70-270-2.1-ROSE_ELE-Port] HUB2Addr2_Readerl AH30RME (Firmware Revision:0.0.000; access mode: locked)
@ P-70-270-2.1-R2D2-INPUT TEST PAMEL 1 (Firmware Revision:1,32.2; Serial Nurnber:613361)
@ P-70-270-2.1-RZD2-0OUTPUT TEST PANEL 1 (Firmware Revision:1.32.2; Serial Murmber:330937)
& Function Lists

Look for the function that starts with “LDB-" and highlight it.

Ei_ System Status Tree (all devices)

v W Default Zone - ITSEQUIP

w e P-T70-270-2.1-2328-TESTPAMNEL-R2D2 (Firmware Revision:2.001: Serial Mumber:1052358; LML-X4420, Mernory: 33334432 bytes / 273
[El KR-70-270-2.1-2328-R2D2-CARD READER 2-RPK4D (Firmware Revision:1.54.4: Serial Number:835301; access mode: pin or card)
[EF KR-70-270-2.1-R2D2-CARD READER 3-IM-SIGNO40 KR (Firmware Revision:1,58.0; Serial Number:1280795; access mode: card on
[E8 R-70-270-2.1-R2D2-CARD READER 1-SIGMO40 (Firmware Revision:1,54.4: Serial Number:835303: access mode: card only)
[EQ R-70-270-2.1-R2D2-CARD READER 4-0OUT-RP40 {access mode: card only)

5&%‘ @) WRA-70-270-2.1-KOZI_BLE-Port1_HUB1 Addr1_Reader_AH3I0RNG (Firmware Revision:0,0.000; status: forced, held: acc
Bl WRA-70-270-2.1-LILA_BLE-Port1 HUB2Addr2_Reader2 AH30RME (Firmware Revision:0.1.000; Serial Mumber: &L access mode:
Bl WRA-T0-270-2.1-POPPY_Port1_HUB2Addr?_Readerl_AH30RME (Firmware Revision:0.0,000: access mode: locked)
[Ef WRA-70-270-2.1-ROSE_BLE-Port1_HUB2Addr?_Reader] _AH30RNG (Firmware Revision:0.0.000; access mode: locked)
@ p-70-270-2.1-R2D2-INPUT TEST PAMEL 1 (Firmware Revision:1,32.2: Serial Mumber:613361)
@ P-70-270-2.1-R2D2-0UTPUT TEST PAMEL 1 (Firmware Revision:1,32.2: Serial Number:350837)
v & Function Lists
5] LDB-P-14-160-2.2-2151-R2D2 LOCKDOWM

To execute a “Card Only” lockdown function, right click while highlighting the “LDB-" function
and select “Execute : False”. All readers on that panel will then change to Card Only.



Ei_ System Status Tree (all devices) E'E
~ M Default Zone - [TSEQUIP
v & P-70-270-2.1-2328-TESTPANEL-R2D2 (Firmware Revision:2.001; Serial Nurmber:1052358; LNL-X4420, Memory: 33554432 bytes / 27554432 bytes free, Card
ER KR-70-270-2.1-2328-R2D2-CARD READER 2-RPK40 (Firmware Revision:1.54.4; Serial Number:835301; access mode: card only)
BB KR-70-270-2.1-R2D2-CARD READER 2-IN-5IGMO40 KR (Firmware Revision:1.59.0; Serial Number:1280795; access mode: card only)
[ER R-70-270-2.1-R2D2-CARD READER 1-SIGNO4D (Firmware Revision:1.54.4; Serial Number:835303; access mode: card only)
BB R-70-270-2.1-R2D2-CARD READER 4-QUT-RP40 (access mode: card anly)
!ﬁ%) B0 WRA-70-270-2.1-KOZI_BLE-Port1_HUB1Addr1_Readerl_AH30RME (Firmware Revision:0.0.000: status: forced, held; access mode: card only)
Bl WRA-70-270-2.1-LILA_BLE-Port1_HUB2Addr2_Reader AH30RMG (Firmware Revision:0.1.000; Serial Mumnber: &l access mode: card only)
BB WRA-70-270-2.1-POPPY_Port1_HUB2Addr2_Readerl_AH30RNG (Firmware Revision:0.0.000: access mode: card anly)
[ER WRA-70-270-2.1-ROSE_BLE-Port1_HUB2Addr2_Reader1_AH30RNG (Firmware Revision:0.0.000; access mode: card only)
@ P-70-270-2.1-R2D2-IMPUT TEST PANEL 1 (Firmware Revision:1.32.2; Serial Number613361)
@ P-70-270-2.1-R2D2-QUTPUT TEST PANEL 1 (Firmware Revision:1.32.2: Serial Number550937)
v B Function Lists
B LDB-P-14-160-2.2-2151-R2D2 LOCKDOWN

Clear All Terms

Execute: True

|: Execute : False

Execute : Pulse

View Map

To execute a [JISBREEN |ockdown function, right click while highlighting the “LDB-” function
and select [[EXCCUICRIIUER. Al readers on that panel will then change to Locked.

E:_ Systemn Status Tree (all devices) E
~ M Default Zone - [TSEQUIP
v e P-70-270-2.1-2328-TESTPAMEL-R2D2 (Firmware Revision:2.001; Serial Mumber:1032358; LNL-X4420, Memory: 33354432 bytes / 27554432 bytes
EQ KR-70-270-2.1-2328-R2D2-CARD READER 2-RPKAD (Firmware Revision:1.54.4; Serial Number835301: access mode: locked)
Bl KR-70-270-2.1-R202-CARD READER 3-IN-SIGMO40 KR (Firmware Revision:1.59.0; Serial Number:1280795; access mode: locked)
B R-70-270-2.1-R2D2-CARD READER 1-SIGNO4D (Firmware Revision:1.54.4: Serial Mumber:833303; access mode: locked)
[EP R-70-270-2.1-R2D2-CARD READER 4-0UT-RP40 (access mode: locked)
5‘&%1 EE WRA-70-270-2.1-KOZI_BLE-Port]_HUB1Addr1_Reader) AH30RME (Firmware Revision:0.0.000; status: forced, held: access mode: |
@D WRA-70-270-2,1-LILA_BLE-Port1_HUBZAddr?_Reader?_AHI0RNG (Firmware Revision:0.1.000; Serial Mumber: &L access mode: locked)
Bl WRA-70-270-2.1-POPPY_Port1_HUB2Addr2_ReaderD AH30RME (Firmware Revision:0.0.000; access mode: locked)
Bl WRA-70-270-2.1-ROSE_BLE-Port1_HURB2Addr?_Readerl_AH3I0ORMG (Firmware Revision:0.0.000: access mode: locked)
@ P-70-270-2.1-R2D2-INPUT TEST PAMEL 1 (Firmware Revision:1.32.2: Serial Number:613361)
@ P-70-270-2.1-R2D2-0UTPUT TEST PAMEL 1 (Firmware Revision:1.32.2: Serial Mumber:350037)
w B Function Lists
0 LDB-P-14-160-2.2-2151-R2D2 LOCKDOWN

I Clear All Terms

| Execute : True

Execute: False

Execute: Pulse

View Map

To execute a fRestore” lockdown function, right click while highlighting the “LDB-" function
and select “Execute : Pulse”. All readers on that panel will then return to the access mode they
were in previously before either of the “Card Only” or “Locked” lockdown functions were
activated.



Eg:_ Systemn Status Tree (all devices) El@
~ W Default Zone - [TSEQUIP
v e P-T0-270-2.1-2328-TESTPAMNEL-R2D2 (Firmware Revision:2.001: Serial Number:1052358; LML-X4420, Memory: 33554432 bytes / 27354432 bytes fre
B KR-70-270-2.1-2328-R2D2-CARD READER 2-RPK4D (Firmware Revision:1.54.4: Serial Mumber833201: access mode: pin or card)
B KR-70-270-2.1-R2D2-CARD READER 3-IN-5IGMO40 KR (Firmware Revision:1.59.0; Serial Number:1280795: access mode: card only)
@9 R-70-270-2.1-R2D2-CARD READER 1-5IGMO4D (Firmware Revision:1.54.4: Serial Mumber833303: access mode: card only)
@R R-70-270-2.1-R2D2-CARD READER 4-0UT-RP40 (access mode: card only)
BEH WRA-70-270-2.1-K0ZI_BLE-Port1_HUB1Addr1_Readerd AH30RME (Firmware Revision:0.0.000; access mode: unlocked)
Bl WRA-70-270-2.1-LILA_BLE-Port1_ HUB2Addr2_Reader? AH3I0RNE (Firmware Revision:0.1.000: Serial Number: &L access mode: unlocked)
Bl WRA-70-270-2.1-POPPY_Portl_HUB2Addr2_Readerd AH20RME (Firmware Revision:0.0.000; access mode: unlocked)
Bl WRA-70-270-2.1-ROSE_BLE-Port]_HUB2Addr? Reader! AH30RME (Firmware Revision:0.0.000: access mode: unlocked)
B P-70-270-2.1-R2D2-INPUT TEST PAMEL 1 (Firmware Revision:1.22.2: Serial Number:613361)
@ P-70-270-2.1-R2D2-OUTPUT TEST PAMEL 1 (Firmware Revision:1.32.2: Serial Number:350937)
v B Function Lists
. LDE-P-14-160-2.2-2151-R202 LOCKDOWN

Clear All Terms
Execute: True

Execute : False

| Execute; Pulse

I View Map

-END-



